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CONFIGURATIONJ Z=#EIRULE T,

[Object] ZEIRLZE T,

[User/Group] Z#IRLE T,

[Userl 97 Z&IRLUET,

Al ZDVUy D UTCEREZITDOPNDY FOREBBEZRE. [User Namel. IUser Type..
[Password]. [Retypel. [Description] ZAHDLET,
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FCONFIGURATION] Z&IRLZE T,

[Object] ZEIRLZET,

[Address] Z&EIRLET,

[Address] T Z&IRULZE T,

FAdd] Z2 w2 L, WANBIDIP P RURATI D ZEERRLE T,
) Namel : FRDEMZEANDLET,

<) TAddress Typel : [INTERFACE IPJ &Z#IRLUZE T,

) llnterface) : WAN 7 50 1 —X&&IRLET,
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(I) TOKJ MYVEBRLUET,

) Add Address Rule ?|[x
Name: ® | 1sG310-ge1-PPPOE
Address Type: INTERFACE IP ¥
Interface: gel_ppp W
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FAdd) 20Uy, LANBIDIP P RURATI D REERLET,
) TNamel : FROBMEADLET,

) TAddress Typel : T'SUBNET] Z&EIRLZE T,

) Network] : KEBITIE, 19216810 EAHDLFET,

) Netmask] : KBTI, 2552552550 EAHDULFET,

) TOKJ MO VEBRLUEY,

=2 Add Address Rule 7

MName: © LAN_SUBNET
Address Type: SUBMET R
Metwark: 152.168.1.0

MNetmask: 255,255,255,0
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ERLE T,
) TNamel ICEBDEZHEAD LI,
) TAddress Type] T NRANGE] &&IRUZET,
) [Starting IP Address] : AMBEBITIE. 192.168.10.1 EAHDLET,
TI) TEndIP Address] : KB HITIE. 1921681010 EAHDLET,
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= Add Address Rule 7%
Mame: @) L2TP_POOL
Address Type: RAMNGE ~
Starting IP Address: 192.168.10.1
End IP Address: 192,158.10.10
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(3) VPN Gateway DFEZITINET,

TCONFIGURATION] ZZEIRLULET,
M'VPN] &EIRULET,

MNPSec VPNJ ZEIRLZE T,

'VPN Gateway] Y7 &&IRUZET,
FAdd] MY VEBRLUET,
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T Quick Setup

IPvd Configuration

L S

TR Nams My Address Secure Gateway VPN Conngctan IKE Ver

'Show Advanced Settings] Z2'J w2 L&Y,

EROBMEANDLZET,
MMy Address] IC 1-(2)-&TABDUE Interface Z&R LK T,
[ Authentication] @ Pre-Shared Key [CEREDF—EADLET,
Phase 1 Settings] Z52ELE I,
Negotiation Mode : Main
Proposal : Encryption : SDES
Proposal : Authentication : SHA1
Key Group : DH2
@ TOKJ MIVEBRLET,

@OV QO

[General Settings] @ MEnablel I[CF T v O&EAN. VPN Gateway Name] [C



|7 Edit VPN Gateway Default_L2TP_VPN_GW
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[E] Hide Advanced Settings| (i5) Create new Object~

General Settings

(@[] Enable

VPN Gateway Name:

| @ | Default_L2TP_vPN_GW

IKE Version
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Gateway Settings

My Address
@ Interface ® gel_ppp || Dynamic -6 1. xxx, yyy.9/255.255 255 255
© Domain Name / IPv4
Peer Gateway Address
(0 Static Address [
@ Dynamic Address [
Authentication
@ Pre-Shared Key © 12345573
[¥] unmasked
() Certificate
7 User Based PSK
Local 1D Type: P w
Content: 0.0.0.0
Peer ID Type: Any e
Phase 1 Settings
Sh Life Time: 88400 (180 - 3000000 Seconds)
MNegotiation Mode: Main w
Froposal © Add :[
# Encryption « Authentication
3DES SHA1
2 3DES MD5
3 DES SHA1
Key Group: DH2 R
MNAT Traversal
[7] Dead Peer Detection (OFD)
X-Auth
[C] Enable Extended Authentication
default w
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'VPNJ Z#ERLE T,

MNPSec VPNJ ZEIRLZE T,
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Global Setting

[#] Lrsar Poilicy Rouse 1o controd dynarme BSec rules

] igriore "Dons Fragment” seting in IPvd header [

HName VPN Cateway Policy

'Show Advanced Settings] Z2J v 2D L&,

[General Settings] @ Enablel [CF T v 2O%Z&AN. [Connection Name] [C
EBDBHZEADLET,

[ Application Scenariol M Remote Access(Server Role) | Z&#IRLE T,
'VPN Gateway] T. 1-(3)-@TANBD U VPN Gateway Name Z&EIRLUZE T,
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L.,Z Edit VPN Connection Default_L2TP_VPN_Connection

k@ Show Advanced Setting4|,§|(xeaterew0bjectv |

General Settings

Connection Name: |® Default_L2TF_VPN_Connection

VPN Gateway
Application Scenario
0 Site-to-site
() _Site-to-site with Dynamic Peer
@ Remote Access (Server Role)

7) Remote Access (Client Rolg)

VPN Gateway: |@ Default_L2TP_VPN_GW ~| gel_ppp 0.0.00,0000
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[Policy] M lLocal Policy] IC 1-(2)-&TABNDUIZE Name &EIRLE T,
Phase 2 Settings] Z32ELZE I,

e Active Protocol : ESP

e Encapsulation : Transport

e Proposal . Encryption : 3DES

e Proposal : Authentication : MD5

e Perfect Forward Secrecy (PFS) : hone
TOK] MAVEERTELUZET,

Policy

Local policy: | U5G310-ge1-PPROE v | INTERFACE IP,5 1, xx. yyy. 2

[] Enable GRE over IPSec

Phase 2 Setting

SA Life Time: 86400 (180 - 3000000 Seconds)
Active Protocol: @ ESP ~
Encapsulation: Transport w
Froposal ; -
D add 2 )
# Encryption Authentication
1 3DES SHAT
2 3DES MDS
3 DES SHAT
Perfect Forward Secrecy (PFS): none w E
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'VPN] Z&ERUZE T,

NL2TP VPNJ Z&IRLE T,

NL2TP VPNJ 9 70%&RLUET,

[General Settings] DU TNEBEBZSRELUZEI,
e Enable L2TP Over IPSec ICF T v D ZEANZET,
e VPN Connection : 1-(4)-@TAZB UIZ Connection Name
e |P Address Pool : 1-(2)-@TAAUIE Name

Authentication Method : default
Allowed User : 1-(1)-©TAAH UIZ User Name

FApply] MY VZEBRLUET,

Wekcome admin | Logout

ZyXEL USG310

CONAGLURATION

@ Default_L21P_VPN_Connect | ¥
I Address Pool: 12TP_POCH v | [ RANGE. 192.160.10.1-192.460.10.10

Authenbizatin Method: defuit
Allowed User: sample
Keep Alive Tirer: B0 (1-150 secuonds)
First DNS Server [Ontional ): Cirdoen Pefiresd
sacend S Server (Uptoral Custom Defired
0 Log & Heport First Wi Server (Optional):

Second WINS Server (Dotional):
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@ TCONFIGURATION] Z&ERLZE T,

@ T[Network] &&EIRLUFET,

@ TRouting] Z#EIRLET,

@ TPolicy Routel] 9 & #IRLET,

© TAdd) &20Jvy D LET,

® [Configuration] M lEnablel [CF T v DZ&EAN. [Description] ICERDBEHRZEZANDLET,

@ [Criterial @ 'Source Address] T. UE—FrI1—HJICPOECREHFIITD PP RURAATI T
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MDestination Address] T. UE—FIA—HICEIDHBTIZP RURZATI DK
(KERBBITIE 1-2)-@DTHER LIZ L2TP_POOL) Z#EIRLUZET,

Next-Hopl @ MTypel T NVPN Tunnell Z&IRL. N'VPN Tunnell @ 1-(4)-@T

A UTZ Connection Name &&EIRLE T,
© TOKJ MIVEBTRLET,

() Add Policy Route 2%
[ Show Advanced Settings (i5)Create new Object~
Configuration
® Enable
Description: Android _VPMN_Route (Optional)
Criteria
User: any 7
Incoming: any {Excluding ZyWALL) w7
Source Address: @ LA&N_SUBNET et
Destination Address: L2TP_POOL 7
DSCP Code: any R
Schedule: none w
Service: any kg
Next-Hop
Type: VPN Tunnel R
VPN Tunnel: Default_L2TP_VPN_Connect | ¥ -
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Local policy DEEZ1TULNE T,

@ TCONFIGURATION] &Z&EIRLUET,

@ T[Network] &&EIRLUFET,

@ [Routingl] ZEIRULZET,

@ TPolicy Routel] 9 & EIRLET,

© TAdd) 20Uy D LET,

® TConfiguration] M lEnablel [CF T v D& AN, Description]) ICERDBEMHZEANDLET,

@ TCriterial @ [User] T YA —Rv b POEVREHFTTIDI1—. lNhcoming) T. Tunnel
&R U, ZORICRTISINBMPlease select one member I T 1-(4)-@DT AN LIz Connection
Name Z#&iR L. Source Address] T, UE—FI1—HICEIDXTLEP RURATIT O~

(KRRBRABITIZ 1-(2) -DTHERK LTIZ L2TP_POOL) &&ERLE T,
Next-Hopl @ [Typel T IMTrunk] ZERU. [Trunk] THBRICERRI © WAN trunk &

EIR (RBITE SYSTEM_DEFAULT_WAN_TRUNK) L&,
[OK] MY VZEBRUET,

.2) Add Policy Route kB

[Ef Show Advanced Settings (5] Create new Objectw

® Enable -

Desaription: ® | L2TP VPN to Internet (Optional)
Criteria
User: @ 'sample =
Incoming: Tunnel 7
Fleass select one member: Default_L2TP_WPN_Connact | ™
Source Address: L2TP_POOL 7
Destination Address: any R
DSCP Code: any w
Schedule: none =
Senvice: any R
Next-Hop
Type: Trunk .l
Trunk: SYSTEM_DEFAULT_WAN_TR | ™

©) [ OK ][ Cancel
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TCONFIGURATION] ZZEIRULET,

'VPNJ Z#ERLE T,

MNL2TP VPNI Z8IRULE T,

ML2TP VPN] & &ERLUE T,

[General Settings] DU TRIBBZENRE LE T,
e First DNS Server : FRDOB®)7E DNS H—/\
e Second DNS Server : FEDOERSE DNS U —/\
*First DNS Server ODHERE UICIZE CEIMMELE T,
® TApply] MIVEBRLET,
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T¥ Quick Setup Show Advanced Settings  (1=] Create new Object +

General Settings

w Interface Enable L2TP Over IPSec
WPN Connection: | Default_LZTP_VPM_Connection |~
IP Address Pool: f|_2'rp_p00|_ V [ RANGE, 192.168.10.1-192.168.10.10
Authentication Method: | default 2
Allowed User: | sample "_
Keep Alive Timer: =) (1-130 seconds)
First DNS Server (Optional): @ |From IsP " 9el ppp 1st DNS Server :"
Second DNS Server (Optional): | Custom Defined [+ .

First WIMS Server (Optional):

Second WINS Server {Optional):
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