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2) DAYDRI—+LHA RESBUTAIYY—RY MMEGBREEERLET,
Internet Access — First WAN Interface -> ISP Parameters -> Encapsulation [C

@
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'PPP Over Ethernet] &&IRLET,
Next] MYVEBRLET,

' Installation Setup Wizard

Installation Setup Wizard

1 2
ISP Setting
I have two ISPs

Internet Access - First WAN Interface

ISP Parameters

Internet Access > Internet Access Succeed > Device Registration

3

Encapsulation: | | PPP Over Ethernet >
IP Address Assignment

First WAN Interface: gel_ppp

Zone: WAN .l

1P Address Assignment: Auto »
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User Name] Password] ZABDULET,

Nailed Up] ICF T v DOEANZT,
Next] MYVEBRLET,
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‘}' | Installation Setup Wizard [x]
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Installation Setup Wizard Ll
Internet Access » Intemet Access Succeed > Device Registration
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Internet Access - First WAN Interface
ISP Parameters
Encapsulation: PPPoE
Senvice Name: {Optional)
Authentication Type: Chap/PaP B2
User Name : Lo@rveom |
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ZyXEL uscato

CONFIGURATION Ethernet Celldlar

1Y Quick setup | 1
 Licensing onfiguration

[} less =
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(3) Time Sever %%
@ ZEXZa—0 CONFIGURATION -> System > Date/Time Z#RLF T,
@ Time Zone Setup > Time Zone IC T(GMT+09.:00) &R LZE T,
@ Time and Date Setup -> Get from Time Server M Sync Now] MY VZBRLET,
@ Current Time and Date -> Current Time ' GMT+09:00 [C2d C E &R LE T,
©® TApply] MIVEBRLUET,

PHelp Z About & SieMap [EObject Reference I Console [T CLI

ZyXEL usc310 S — e

CONFIGURATION Date/Time
"T¥ Quick Setup X
& Licensing Current Time and Date
|—————— ===
WA Current Time: | 10 GMTs00 !
Network | | e |
+ Web Authentication e Cede 2015-01-01
& Security Policy
& VPN Time and Date Setup
+ BWM
% UTM Profile L
+ Device HA
@ Object
B System
4 HostName @ Getfrom Time Server
- USH Storage Time Server Address™; 0.peol.ntp.org
. *Optional. There is a pre-defined NTP time server list

- Console Speed
- DNS
+ Wi

Time Zone Setup

r
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[T] Enable Daylight Savings

+ Language

- IPvé
@ Log & Report

(4) LANDSAYY—Rv ~EiaER LI,



3.

IPSecVPN 327

(1) CONFIGURATION 0 lTQuick Setupl &2'J w2 LT I'VPN Setupl Z22'J vy 2O LEY,

— Welcome admin | Logout
ZyXEL vusc3to .
CONFIGURATION VPN Connection | VPNGatewsy | Concentrator | Configuration Provisioning
"I Quick Setup
Global Setting

Use Palicy Route to control dynamic IPSec rules
+ Web Authentication [7] lgnore "Dont Fragment” setting in IPv4 header [

urity Policy

IPv4 Configuration
041 [FEit Preroe § Acivtc @
# | Stals Name
1 8 Default_L2TR |
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7 Quick Setup %

WAN Interface

WAN Quick Sefting walks
you through the steps of
getting your device
connected online

| For creating secure

| communications between
1 nodes, VPN Quick Setting
1 provides a simplified

| process to do that
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(2)  Next>] MYVEBRLET,

§ VPN Setup Wizard

VPN Setup Wizard

Wizard Type > VPN Settings > Wizard Completed
1 2 3

Welcome

PN Seftings

The later steps will guide you to setup the VPN.
- Wizard Type

-WPN Settings

- Wizard Completed

0 WPN Settings for Configuration Provisioning

The later steps will guide you to setup the VPN.
- Wizard Type
-WPN Settings
- Wizard Completed
@) VPN Settings for L2TP VPN Settings
The later steps will guide you to setup the L2TF VPN,
- VPN Settings
- General Settings
- Wizard Completed

<




(3) Type of VPN policy [CT lExpress] ZERLET,
Next >] MY VEBRLUET,
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VPN Setup Wizard

Wizard Type > VPN Settings > Wizard Completed
1 2 3

Please select the type of VPN policy you wish to setup.

Type of VPN policy
---------- 1

1
: @ Express :
__________ 1

@ Advanced

________

(4) Scenario [CT I'Site-to-site] Z&EIRLZET,
Next>] MYVEBRUET,

VPN Setup Wizard @

Wizard Type > VPN Settings > Wizard Completed
1 2 =

Express Settings

Scenario

Fule Name: iw}z_\,rprq

______________

() Site-to-site with Dynamic Peer
2) Remote Access (Server Role)

() Remote Access (Client Role)
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@ Secure Gateway ICXI@®D VPN EB®D IP )’ RUXZFZIEFQDN ZAND LE T,
@ Pre-Shared Key ZADULET,
@ Local Policy ® IP & Mask AN ULEY,
@ remote Policy D IP & Mask ZA D ULE T,
® [Next>] MIVEBRLULEY,

VPN Setup Wizard a

Wizard Type > VPN Settings > Wizard Completed
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Express Settings

Configuration
Secure Gateway: : 114w, yyy. 9! | (IP or FQDMN)
E e
Pre-Shared Key: 5_1_23_45.535 i
Local Palicy (IPMask) e
H

Remote Palicy (IPMask) i 192.168.201.0
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. VPN Setup Wizard
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VPN Setup Wizard

Wizard Type > VPN Settings > Wizard Completed
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Express Settings

Summary
Rule Mame: WIZ_VPN
Securs Gateway: 114, wms.wyy. 4
Pre-Shared Key: 12345678
Local Policy (IP/Mask): 192,168.1.0 / 255,255.255.0
Remote Policy (IPfMask): 192,168.201.0 [ 255.255.255.0

Configuration for Secure Gateway

## Edit this shell script according to

#%# the comments befors using it in the remote gatsway.
## Check the peer-ip interface.

#% Check the local-ip interfacs.

## Then remove the following line.

##% PLEASE REMOVE THIS LINE

configurs terminal

izakmp policy WIZ_VPMN

## If this device's gel IP is dynamic,

## consider using DDNS and changing

#% the peer-ip listed hers to a domain name.

peer-ip 0.0.0.0 =

5 U lem tho cnerect inbaefacn monne in tha
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J VPN Setup Wizard ®

VPN Setup Wizard =

Wizard Type » VPN Settings > Wizard Completed
1 2 3

Express Settings

Congratulations. The WPN Access wizard is completed

Summary
Rule Name: WIZ_VPN
Secure Gateway: 114 wxn. yyy .8
Pre-Shared Key: 12345678
Local Policy (IP/Mask): 192.168.1.0 / 255,255.255.0
Remote Policy (IP/Mask): 192.168.201.0 / 255.255.255.0

Mow if you are doing first time installation of this device, you may click this myZyXEL .com link and to register this
device and activate trial service of advanced security features.(You need to have internet access to register)
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General Settings
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() Domain Name [ IPv4
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