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(1)

PEBARE R DERELE T,

2) DAYy DRI — A1 RESRUTT VY —Ry hEHREEEHBLET,

@
PPP Over Ethernetl] ZEIRLET,

Internet Access — First WAN Interface -> ISP Parameters -> Encapsulation [C

Installation Setup Wizard

Internet Access
1

ISP Setting
| Ihave two ISPs

Internet Access - First WAN Interface

ISP Parameters

Encapsulation: : FPP Over Ethernet v :
WAN IP Address Assignments

First WAN Interface: wanl_ppp

Zone: AN

IF Address Assignment: Auto v

@
©)

User Name] MPassword] ZAHDUET,
% [User Namel MPassword] [CDEF LTI,
Nailed Up] ICF T v DOEANTT,

REHRDORENESF CHEBLU TR0,

Installation Setup Wizard

Internet Access Internet Acc
1 2

Internet Access - First WAN Interface

ISP Parameters

Encapsulation: PPPoE

Service Mame: (Optional)
Authentication Type: Chap/PaP v

User Name: : XX@AAA.com :
Password: ITesesasans |

Retype to Confirm:
[F==== -
1 [¥] Nailed-Up 1
______ o
Idle Timeout: 100

{Seconds)

WAN IP Address Assignments

First WAN Interface: wanl_ppp
Zone: WAN
IP Address: Auto
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T 2 QHelp Z About & Site Map (QObject

ZyXEL zywaLL USG 50
CONFIGURATION m

T¥ Quick S=tup

Configuration

(] Note:

If you want to configure SNAT, please go to Policy Route.

(3) Time Sever RE
@ EXZa—0 CONFIGURATION -> System -> Date/Time Z#IRL X,
@ Time Zone Setup -> Time Zone IC T(GMT+09:00) Z&IR LET,
@ Time and Date Setup -> Get from Time Server @ [Sync Now] M9V Z&BRLZET,
@ Current Time and Date -> Current Time ' GMT+09:00 [C/2d & &#ERLE T,
© TApply] MYVEBRLET,

D Help Z About & Sie Map (EObje

ZyXEL zywaLL usG 50

CONFIGURATION Date/ Time

'“‘ Quick Setup
Current Time and Date
- A
Current Time: | 11:58:25 GMT+0%:00 1

Current Date: 2011-07-13

Time and Date Satup
) Manual

ew Time (hhmm:ss):

ew Drate Cyyyy-rir-dd)

. @ Get from Time Server
|

Time Server Address*: 0.pool.ntp.org

*Optional. There is a pre-defined NTP time server list.

H
= TELMET

Time Zone Setup

Time Zone:

[7] Enable Dayiight Saving
Start Drabe:

End Duate:

Cffzet:

(4) LAN1 254 Y5—Xv ~EmztER LE T,
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(1)  CONFIGURATION @ Quick Setup] Z2'J w2 LT 'VPN Setupl] Z22'J) v 2D ULET,
M....====wdconleadnlinlﬁ PHelp Z About & Sie Map [EObject Refer
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CONFIGURATION PN Connection VPN Gateway
Configuration
1 (D) Add DEdit ﬂREmDve Q Activate O Inackivate Eobject Reference
|
# Status _Name Wy addrezs Secure Gatt WPN Connection
177 Quick setup £l
K 4 |rd ____________| No data to display
E
1
1
1
L= 1
1
WAN Interface VPN Setup 1
WAN Quick Setting walks you Far creating secure I
through the steps of getting communications between nodes, |
your device connected online. VPN Quick Setting providesa |
simplified process to do that. 1

-

(2 TNext>)] MYVZEBTLET,
7. VPN Setup Wizard X

4|

VPN Setup Wizard

Wizard Type » VPN Settings » Wizard Completed
1 2 3

Welcome
The later steps will guide you to setup the VPN.
- Wizard Type

- VPN Settings
- Wizard Completed

Click "Mext’ to start.




(3) Type of VPN policy [CT lExpress] Z&EIRLET,
Next >] MYVEBRLUET,
|«

VPN Setup Wizard

Wizard Type » VPN Settings » Wizard Completed
2 3
1

Please select the type of VPN policy you wish to setup.

Type of VPN policy

() Advanced

Scenario ICT Site-to-Site] ZEIRULZE T,
Next>] MYVEBRLET,

() Site-to-site with Dynamic Peer
() Remote Access (Server Role)

() Remote Access (Client Role)

(%}
i <]
VPN Setup Wizard
Wizard Type > VPN Settings > Wiard Completed
1 2 3
Express Settings
Scenario
f———— ==
| @ Site-tc-site:




(B5) Configuraton IBBZADLZET,

Pre-Shared Key ZAHDULET,

Local Policy D IP & Mask ZA D ULET,

remote Policy D IP & Mask ZANDUE T,
Next >] MY VEBTRLET,

GISIPISIS

Secure Gateway [CXI@® VPN 28D IP ) RURFZIE FQDN ZA D UE T,

. VPN Setup Wizard

VPN Setup Wizard

Wizard Type > VPN Settings > Wizard Completed
1 3

©) KREBICEEVNDZITINIL Savel MY VZEIBRLUET,

2
Express Settings
Configuration
Secure Gateway: | Mdaooanyyd (IPfFQDN)
Pre-Shared Key: :?_2;45-6?5 T -:
Local Polcy (P/Mask) 218,00 _j [1|2samsass0 1
Remote Policy (IF Mask) : 921682010 -j / : 252552550 1

«|

7. VPN Setup Wizard

VPN Setup Wizard

Wizard Type > VIPN Settings » Wizard Completad
1

Local Policy:

Remote Policy:

2 3
Express Settings
Summary
Rule Mame: WIZ_VPN
Secure Gateway: 114, oo vy 3
Pre-Shared Key: 12345678

192,168, 1.0/ 255.255,255.0

192.168.201.0 / 255.255.255.0

Configuration for Secure Gateway

## Edit this shell script according to

## the comments before using itin the remote gateway.
## Check the peer-ip interface.

## Check the local-p interface.

## Then remove the following line.

PLEASE REMOVE THIS LINE

configure terminal

isakmp policy WIZ_VPN

## If this device's wan1 IP is dynamic,

## consider using DDNS and changing

## the peer-p listed here to a domain name.
peer-ip 0.0.0.0

|»

«|




(7)  TClosel MIVEBRLZET,

. vPN Setup Wizard x

VPN Setup Wizard 0

Wizard Type * VPN Settings »* Wizard Completed
1 2
3

Express Settings

Congratulations. The VPN Access wizard is completed
Summary of VPN Access configuration:

Rule Mame: WIZ_VPN

Secure Gateway: 114, o vy B

Pre-Shared Key: 12345673

Local Policy: 192.168.1.0 f 255,255.255.0
Remote Policy: 192.168.201.0 f 255.255.255.0

Now if you are doing first time installation of this device, you may dick this myZyXEL.com link and to reqister this
device and activate trial service of advanced security features.(You need to have internet access to reqister)

(8)  CONFIGURATION -> VPN -> IPSec VPN Z#IRLE T,
VPN Gateway| &7 ZERUT. TWIZ_VPN] ZZRUT lEdit) MYV ZEBRUET,

Welcome admin | Loacit PHelp Z About 3 i

ZyXEL zywaLL UsG 50

CONFIGURATION VPN Connection

Configuration
——
& add) _/_’Ed\t:. Remove (J Activate () Inactivate [38Object Reference
# Status  Name My address Secure Gats VPN C it |
K 4 Pace[t  oft| [ B | Show|/so v items Displaying 1- 1of 1
Rt




(O) Gateway Settings -> My Address -> Interface & Twan1_ppp] NEEUFT,
TOK] MY VEBRLET,

- Edit VPN Gateway WIZ_VPN TIxX

1| Show Advanced Settings

General Settings
[¥] Enable

VPN Gateway Mame: WIZ_VPM

Gateway Settings

My Address L L L e e e e -
@ Interface : wan1i_ppp| » | IDynamic - &1.:oceyyy.3 /255,255,255, 255
ol

Domain Mame | IP

Peer Gateway Address
@ Static Address Primary 114000yyy. 3

Secondary 0.0.,0.0

Dynamic Address

Authentication

(@ Pre-Shared Key 12345673

Certificate v |

Phase 1 Settings

SA Life Time: 85400 {120 - 3000000 Seconds)

——

(10) xt@D VPN EEIC DWW CE@RICEEETINET,

(11) IPSecVPN B =R LE T,
@ 192168 1xxDPCH5IVY RTJOVI+ZEIIHETET,
@ [Ping 192.168.201.11 EAD L. Enter F—ZIBLU TCREDMBNRIINDCEEZER UK
9,

Reply from 192.168.201.1: bytes=32 time{XXms TTL=128

@ [@FKIC 192168201 xx D PC HA5IVY RJOYI +ZEIIHLEITEY,

@ Ping 192168 1.1JEAD U Enter F—ZB LU CTRERDMBHRTINDCE &R LE T,
Reply from 192.168.1.1: bytes=32 time<XXms TTL=128

MECZDFET,



