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2. 15—y FERRE

(1) FDERRRERDERELZX T,
(2) DA vDRI—tHA RESRBRUTA VY —R Y FMERBREEERRLE T,
@ Internet Access — First WAN Interface -> ISP Parameters -> Encapsulation IC
PPP Over Ethernet] &&IRLE T,

Installation Setup Wizard

Internet Access
1
ISP Setting
| Ihave two ISPs

Internet Access - First WAN Interface

ISP Parameters

Encapsulation: I PPP Over Ethernet v |
|

WAN IP Address Assignments

First WAN Interface: wanl_ppp
Zone: AN
IF Address Assignment: Auto v

@ TUser Name] Password] ZAHNULET,
% [User Namel MPassword] [CDEFX LU TIE. REHROOBRENESE CTHERE LU TR,
@ TNailed Up] ICFTvDEANZET,

Installation Setup Wizard

Internet Access - Internet Access Succeed Device Reqgistration
1 2

Internet Access - First WAN Interface

ISP Parameters

Encapsulation: FPFoE
Service Name: (Optional)
Authentication Type: Chap/Fap v
|m ==
User Mame: I XX@AAAcom !
Password:
=
Retype to Confirm: | sessssese |
f—=—==- n s !
1 [¥] Nailed-Up 1
______ o
Idle Timeout: 100 {Zeconds)

WAN IP Address Assignments

First WAN Interface: wanl_ppp
Zone: WAN
IP Address: Auto

KD 1 P — FORIFSINZRNIEZSIE CONFIGURATION @ TQuick Setupl &2 w2 UTREL,
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. QHelp ZAbout 4 Sie Map (IObject Referance

ZyXEL zywaLL USG 50
CONFIGURATION

"'P! Quick Setup
Configuration

[ Mote:

If you want to configure SNAT, please go to Policy Route.

(3) Time Sever %%
@ ZEXZa—0 CONFIGURATION -> System->Date/Time Z&#IRLF T,
Time Zone Setup —> Time Zone ICTGMT+09:00) ZEIRL X T,
Time and Date Setup -> Get from Time Server M Sync Now] KR VZBRLET,
Current Time and Date > Current Time D' GMT+09:00 IC2d & &R LTI,

@
©
@
©® TApplyl MY VEBRLED,

@ Help Z Abowt 4 She Map (EObje

ZyXEL zywaLL usG 50

CONFIGURATION

e
Current Time and Date
Current Time: 1

Current Date: 2011-07-13

Time and Date Setup

) Manual

Mew Tire (hhirm:zs):

Mew Date [yyywy-rrm-dd):

. L @ Gat from Time Server

Time Server Address®: 0.poclntp.org

*Optiocnal. There is a pre-defined NTF time server list.

Time Zone Setup
= TELMET
Time Zone:

[] Enable Dayiight Saving
Start Crabe:

End Drate:

Cffzet:
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(1) £EX =3 —M CONFIGURATION -> Object > User/Group &&R LZE T,
(2) TUserl 97%&RL T, TAddl MY VEBRLUET,

D Help F About & Sie Map [EObject Reference & Con

CONFIGURATION

Tu Quick Setup
u’ Configuration

ro——

| © add [qecn e [

#a User Name Desaription

1 admin Adrninistration account

2 ldap-users External LDAP Users

3 radius-users External RADIUS Users

4 ‘ad-users External AD Users

K 4 |psgeft oft| [ Pl | Show 5o |+ #ems Displaying 1- 4 of 4

A—UiETENELE T T T [ [ [@ds—zgt [a~ %o « ,

(3) User Object Z1EpX LE T,
@ User Name ZA B ULET,
@ Password ZANULET, (Retype [CEADLZET.)
Q@ TOKIMAVEBRULET,

.2 Add A User ?lix

User Configuration

User Mame: | | S5LClient :

User Type: -us-er ------- v

Password: : :-:-:-:-: T _:

Retype: : :-:-:-:-: T _:

Description: _Lc:_cal_Us_ﬂ _____

Authentication Timeout Settings @ UseDefaultSettings ) Use Manual Settings
Lease Time: 1440 minutes
Reauthentication Time: 1440 minutes




4) EXZ1a3—0 CONFIGURATION -> VPN -> SSL VPN ZZEIRUE T,
(5) TAccess Privilegel 7 ZE&IRL T, TAdd] MYVEBRUET,

e — Welkome admin | M HElp bt @ Site Map  [EObject Reference  (J Conscle (3 CUI
ZyXEL zywaALLusG50 -
CONFIGURATION Global Setting
‘! Quick Setup

Access Policy Summary

[

[ @ adt e Wremove @ sctvae @ it ghivove B
ﬁ Status  Mame User/Group Acoess Policy Summary
K 4 |psgeft oft| [ P | show 50 |+ #ems No data to display

(et J[ Rest |
A—UETENELE T T [ [ [ @tz BEEIEC Y

(6) Access Policy &ZE LE T,
@ Configuration @ Name ZAHLET,
@ User/Group M Selectable User/Group Objects D' SEIDFIETYERL LI User Object & &R
LT =] 2RI,
@ TCreate New Object] MY VZEWL T IAddress] ZEIRLZET,



) Add Access Policy ? %

[i=]Create new Object ~

»

Configuration

Enable Palicy

Mame: SSLVPN
Zone: S5L_VPN il ] |
Description: SSLVPN (Optional)

[] Clean browser cache when user logs out [

User/Group

selectable User/Group Objects Selected User/Group Objects

=== Object === === Ohject ===
admin S5LClent

Idap-users
radius-users

ad-users

Endpoint Security (EPS)

[7] Enable EPS Checking
[T Periodical checking time 1 {1-1440 minutes)
Selectable EPS Objects Selected EPS Objects il

OK ] ’ Cancel ]




@ Name ZABDLZET,
® IP Address ZA D ULET,
® [TOKJ MYVEBRLUEYD,

7 Edit Address Rule SSLYPN_HOST 7%
. er— 1
Mame: SSLVPN_HOST I
e o o e e o o
Address Type: HOST w
IP Address: 1192, 158, 1,250 B

Network Extension @ Enable Network Extension (Full Tunnel Mode) | [CF T v D& AN
ggo
Assign IP Pool [CHE2TYERL LTZ Object (BE TIE NSSLVPN_HOST ] ) &&IRLUE T,
Network List M Selectable Address Objects ' TLAN1T_SUBNET ] ZEIRLUT =] =i
TUET,

TOKJ MY VEBRUET,

0O o

®

Metwork Extension (Optional)

|‘l Enable Network Extension (Full Tunnel Mode)

Assign IP Pool: Vssiven rost ! ~| [ HOST 192.168.1.250
DMS Server 1: none b
DMS Server 2: none =
WINS Server 1: none w
WINS Server 2: none v

Metwork List

Selectable Address Objects Selected Address Objects
DMZ_SUBNET LAM1_SUBNET

IPGtod-Relay |l

SSLVPN_HOST 1

LAMZ_SUBNET

Q Mote: Address Objects are what the SSL VPN clients will have access to.




(7) TGlobal Setting] Y7 ZEIRL T, Global Settings @ Network Extension Local IP ZA D L&

ER

8 TApplyl MYVEBRLET,

CONFIGURATION
T!QU

Access Privilege

Global Settings

Metwork Extension Local IP:

S5L VPN Login Domain Name

SSL VPN Login Domain Mame 1:

SSL VPN Login Domain Mame 2:

Message
Login Message: Welcome to S5L VPN

Logout Message: Goodbye to S5L VPN

Update Client Virtual Desktop Logo

{Optional)

({Optional)

To upload a logo file (*.gif/pna/ipg), browse to the location of the file and then click Upload.

File Path:: Select a file path

ZyXEL




4. SSL VPN EtEse
(1) PCOISIYNDS ZyWALL USG DT O—/NILP B U RN https B LE T,

28U - Windows Internet Explorer

j@EBing

on
2. Turn off Popup Window Blocking in your web browser,

3. Turn on Java Runtime Environment (JRE) in your web browser.
4, Allow Gears if you are using Google Chrome.

4 | i

(3) TOKJ MYVZEBRLULET,
I =imi= [ l
Welcome to S5L VPN

¥ou might need to dick the yellow warning bar at the top of the browser window to show the installation. If
you can not install ActiveX object, please contact with administrator.,

Mote: Click the information bar and choose Install ActiveX Control to allow installation to
proceed, or it will try to run with JRE.



(4) TZyWALL SecuExtender StatusJ EFHLET,

Fd ZywaALL SecuExtender Status x|

— Connection Status
Secuk stender |P Address: 192.168.1.250
DMNS Server 1: 0000
DMS Server 2 0.0.00
WINS Server 1: 0000
WIMNS Server 2: 0000
Metwork 1: 192 168.1.0/255.255, 2550
Metwork 2: Mot configured
I etwork, 3 I ot configured
I etwark:, 4: M at canfigured

— Activity
Connection Time 00:00:04
Tranzmitted 2150 Butes 20 Packetz
Feceived [ Bytes 0 Packets

(B) ActiveX &1 VA ~—=)LUET,

Internet Explorer - P+ X|
ORI PEA A = LT N7
EEl DyWALL SecuExtender Sctiveld
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B6) ActiveX D1 VR E—ILHRT UIE5. Welcome My TPy THRRINFI DT IOKJ MY VE
BRUZET,

Welcome »

Welcome to 55L
VPN

(7) PCOIVYY rJOYT 2B EITET,

@ ipconfig EABDUTEnter F—&IBRUET,
1021681250 DEINHToENTLNNDCEEZERLE T,
@ Ping 19216811 EABDUTEnter F—&BRUEKT,

uﬂ@r— D‘%‘%Tén%btéﬁg&u L/g—g.
Reply from 192.168.1.1: bytes=32 time{XXms TTL=128
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