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1. ZyWALL USG DE=7E

X AEHmICOSFLTE. ZYWALL USG O WAN Il IP ? RLURICTO=/NVEEP FLUR
(IP BEY —ERE LIS DynamicDNS /) ZFA L TND ENRIRERD ET,

(1) Windows PC EDEFTERI DA —PNDY FOERZETINET,

CONFIGURATIONJ Z#EIRLUE T,

[Object] ZEIRLZE T,

[User/Group] Z#IRLE T,

[User] 7 Z&IRLUET,

TAdd] 20V v D UCEREZTDPNDY FOREBEBEZRE. [User Namel. [User Typel.
Password]. lRetypel. Description] ZANDLZET,

FTOKJ MAVEBTRLET,

© O0dOOE

&) Edit User sample

User Configuration

User Name:
User Type:
Password:

Retype:

Description:

Authentication Timeout Settings

Lease Time:

Reauthentication Time:

(2) EHICERI D FURDEFEEEITNET,

FCONFIGURATIONJ ZEIRLET,

[Object] ZEIRLZE T,

[Address] Z&IRULZE T,

[Address] T &EIRLET,

rAdd) &2 w2 L. WANBRIDIP PRURATI D R&EERLET,
) Namel : FEDEZMZEANDLET,

<) TAddress Typel : INTERFACE IPJ Z&EIRLZE T,

™) [lnterfacel : WAN 1 57 1 —X&&EIRUET,

I) TOKJ MAVEBRUEY,

OPOOO

(
(
(
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) Add Address Rule 7%
=)
Mame: ) U5GE300-ge2-PPPOE
Address Type: IMTERF&CE IP g
Interface: geZ_ppp i
[ (]4 ] [ Cancel




©

FAdd) &2y 2L, LANBIDIP PRURATI D REERLET,
(7) TNamel : EFRDBMZADLET,

() TAddress Typel : TSUBNET] Z&IRLZE T,

(7)) TNetwork] : ABRKBITIE. 192.168.1.0 EABDULFET,

(I) TNetmaskl : KBTI, 2552552550 EAHDULET,

() TOKJ NI VEBRUZET,

o Edit Address Rule LAN_SUBMET N B
Mame: © | Lan_sUBNET
&ddress Type: SUEMET R
Metwork: 192,168,1.0
Metrmask: 255.255,255.0
w

[ oK ][ Cancel ]

FAdd] Z2wD U, IPSec T DMSSICTINHTRIP P RURATIT O =
ERR UE T,
(77) TNamel [CIEBOBMZEANDLZET,
() TAddress Type] T IlRANGEJ Z&&EIRLZET,
(
(
(

)
) [Starting IP Address] : RERBITIE. 192.168.10.1 EAHNDLFET,
T) TEndIP Address] : AEBBITIE. 192.168.10.10 EAHNDULET,
Z) TOKJ MYVZEBRLET,
=2 Add Address Rule 7%
Marme! @ L2TP_PCoL
Address Tvpe: R AMGE w
Starting IP Address; 192.168.10.1
End IP Address: 192,1658.10.10
v
(] 4 ] [ Cancel




(3) VPN Gateway DEEZTUNET,

FTCONFIGURATION] ZEIRLET,

'VPNJ Z&EIRLET,

MNPSec VPN &&EIRLE T,

'VPN Gateway | ¥ 7 Z&RLE T,
HEETTD VPN Gateway ZEIRUE T,

OO

CONFIGURATION
"T¥ Quick Setup

©Add . n 3
# Status  Name My address Secure Gateway VPN Connection
II ® @ Default_L2TP_VPN_GW age2_ppp 0.0.0.0, 0.0.0.0 Default_L2TP_VPN_Connection I

{ |Page |l |of1| F Pl |Show 50 |v |items Displaying 1 -3 of 3

'Show Advanced Settings] Z2J w2 U&Ed,
[General Settings] M Enable] [CF v POZ&AN. VPN Gateway Name] [CIEEDB
ZANDUET,
My Address] IC 1-(2)-©TABD U Name Z&IRLZE T,
[ Authentication] @ TPre-Shared Key] [CIEEDF—&EADLFET,
Phase 1 Settings] Z52ELE Y,
Negotiation Mode : Main
Proposal : Encryption : SDES
Proposal : Authentication : SHA1
Key Group : DH2
@ TOKJ MIVEBRLULET,

@O 9O



" Edit VPN Gateway Default_L2TP_VPN_GW

lij Hide Advanced Settings (6 I

General Settings

VPN Gateway Mame:

Gateway Settings

My Address
@ Interface

) Domain Name | TP

Peer Gateway Address
) Static Address

[7] Fall back to Primary Peer Gateway when possible

Fall Back Check Interval:

@ Dynamic Address

Authentication
@ Pre-Shared Key
) Certificate
Local ID Type:
Content:
Peer ID Type:

Content:

Phase 1 Settings
SA Life Time:

MNegotiation Mode:

Proposal

Key Group:

MAT Traversal
[[] Dead Peer Detection (DPD)

Extended Authentication

[ Enable Extended Authentication
@ Server Mode

) Client Mode

User Mane:

Passward:

D
-

(7 | Default_L2TP_VPH_GW
@ | ge?_ppp » (¥ Static —e = i A HE

Primary 0.0,0.0

Secondary 0.0.0.0

300 (B0-56400 seconds)
(@) 12345678

W

P b

0.0.0.0

Any Bt

86400 (130 - 3000000 Seconds)
il Main ar?

Padd = [ |

# Encryption = Authentication

1 3DES SHAT

2 3DES WD5

3 DES SHAT

DH2 R

default w

£

QK ] [ Cancel




(4) VPN Connection DREETUVET,

CONFIGURATIONJ ZZERLET,

N'VPN] Z#IRLET,

'VPN Connection] 0 &&IRLUFET,
BEZTTDO VPN Connection Z&#IRULE T,

©)
@
@ TlPSec VPNJ ZREIRULET,
@
)

\ Wealcome admin | Loaoit  PHelp Z About
ZyXEL zywaLL USG 300

CONFIGURATION VPN Connection4 | | VPN Gateway

Concentrator

"T¥ Quick Setup
Global Setting

Use Policy Route to control dynamic IPSec rules

Site Map [@Object Reference (gd Console &) CLI

ieexiace [ 1gnore "Don't Fragment” setting in packet header
Routing
oo Configuration
+ DDNS
+ NAT ©@add . | " @ )
+ HTTP Redirect » - .
ALG # Status Name VPN Gateway Encapsulation  Algorithm Policy
S PMAC B ['® @@  Defaut Lo ven_C.. Defaut L2TP_vPN_GW TRANSPORT  3DES/SHA 3DESMDS ... 2USG300-ge2-PPPoE/ |
+ Auth. Policy 14 4 |Page |l |of1 | | Show/S0 |wv items Displaying 1 - 3 of 3

m IPSec VPN .

VPN
+ L2TP VPN

ERDEMEANDLET,

©O QO

'Show Advanced Settings] Z2'J) w2 UEd,
[General Settings] M TEnablel] [CF v PD%&AN. Connection Name] [C

[ Application Scenario] @ 'Remote Access(Server Role) ]| Z&IRULE T,
VPN Gateway] T. 1-(3)-@TABDUIZ VPN Gateway Name Z&EIRLZE T,

|/ Edit VPN Connection Default_L2TP_VPN_Connection
(§) Hide Advanced Settings |(i=]Create new Object~

General Settings

Connection Name: I (7) |Default_L2TP_VPN_Connection I

[ Nailed-Up
[] Enable Replay Detection
[] Enable NetBIOS broadcast over IPSec

VPN Gateway
Application Scenario
() Site-to-site
() Site-to-site with Dynamic Peer
l (8) @ Remote Access (Server Role) I

() Remote Access (Client Role)

VPN Gateway: )

Default_LITP_VPN_GW

¥ ||ge3 0.0.0.00.0.0.0

Manual Key
) Manual Key
My Address:

Secure Gateway Address:

SPI: (756 - 4N951

|
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MPolicy ] @ [ocal Policy] IC 1-(2)-&TABDLIE Name Z&IRLUZET,
@ TPhase 2 Settings] ZiRE LZET,

e Active Protocol : ESP

e Encapsulation : Transport

e Proposal . Encryption : 3DES

e Proposal : Authentication : MD5

e Perfect Forward Secrecy (PFS) : hone
@ TOKJ MIVEHRELZET,

Authentication Key: o

Policy

Local policy: [K]i([w USG300-ge2-PPPoE v |INTERFACE P, IFHIELTH

[ Policy Enforcement

Phase 2 Settings

SA Life Time: 86400 (180 - 3000000 Seconds)
Active Protocol: aD |esp v
Encapsulation: Transport Ve
Proposal ©add =2 |
# Encryption Authentication i
1 3DES SHA1
2 3DES MDS
3 DES SHA1
Perfect Forward Secrecy (PFS): none v

B) L2TP VPN OFEZTTE T,

FCONFIGURATIONJ Z#EIRULET,

'VPNJ Z&IRLET,

NL2TP VPNJ Z&RLE T,

ML2TP VPN] & &EIRLUE T,

[General Settings] DU TNIEBEBZERELZET,
Enable L2TP Over IPSec ICF T v DO &EANZET,
VPN Connection : 1-(4)-@TAD LIZ Connection Name
IP Address Pool : 1-(2)-@TAALUIZE Name
Authentication Method : default
Allowed User : 1-(1)-©TABD UIZ User Name

® TApply] MY VEBRLUEYD,

OPOOO

Site Map [RObject Reference (gd Console (&) CLI

- \ Wakcome admin | Leacut  PHelp Z About
ZyXEL zywaLL USG 300
CONFIGURATION

T¥ Quick Setup | JES[eX el T

@ Licensing

General Settings

Interface
(5) [¥] Enable L2TP Over IPSec I

Routing

+ Zone VPN Connection: ® Default_LZTP_VPN_Connection | ™
IP Address Pool: LZTP_POCL v
Authentication Method: default =
Allowed User: sample v
+ IP/MAC Binding
« Auth, Policy Keep Alive Timer: 80 {1-180 seconds)
o Firewal - First DNS Server (Optional): Custom Defined v
\ @)
Second DNS Server (Optional): Custom Defined N

First WINS Server (Optional):

+ App Patrol Second WINS Server (Optional):




(6) Local policy MsEEZ1TUVE T,

NOO®ON

©

FTCONFIGURATIONJ ZZEIRLE T,

Network] ZEIRLZE T,

Routingl] Z&#RLZET,

MPolicy Route] ¥ T7&&IRLET,

FAdd] Z20U v D LET,

[Configuration] @ lEnablel ICF = v 2O %Z& AN, [Description] [CEBDBZHEANDLET,

[Criterial @ Source Address] C. JE—FI1—TJICPOLCREHFIITD P RURAATI T
2 = (REREBITIE 1-(2)-©THER Lz LAN_SUBNET) &21R LE d, [Destination Address |
T, JE—FI—YTICBIDETLEPRURATIT O~ (KEBEHBITE 1-2)-OTERK L
L2TP_POOL) &Z&EIRLET,

Next-Hopl @ MTypel T NVPN Tunnell Z&iRL. VPN Tunnell T1-4)-@OTABDL
/2 Connection Name Z &R LE T,

TOKJ MAVEBRUZET,

.+ Edit Policy Route 2%

[Ef| Show Advanced Settings (5] Create new Cbject +

Configuration A5
Description: Windows_VPN_Route [Cptional)
Criteria
Iser: any 7
Incoming: any (Excluding ZvWaLL) i
Source Address: @ |LAM_SUBMET b
Destination Address: LZTP_POOL R
DaCP Code: any i
Schedule: none =
Service: any i
Next-Hop
Type: @ | wPH Tunnel 7
WPM Tunnel: Default_LZTP_VPM_Connecki | ™ 3z

[o]'4 ] [ Cancel




2. Windows PC D&5E

(1) Windows 81D VPN

HEZITNET,

XIBETIAIC DN T Windows 7 TOREFIESDE T, ZDMD OS [CONTIEFHHEZT
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| #=am) | [ Fretl |

@ MUTOBEEEHRTER. MER) & FLET,
@AA——L : 1-(1)-GTAHB U User Name
@INZ2DT—R 1 1-(1)-©TA B ULIZ Password

@E;;ﬁ%f\ﬂ)?ﬁﬁ

I—H—EBLFAT-FEAALTLREN
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® [RAECBIHREF—Z2ED) ZERLUC FAHBEF-ZADE, OKJ ZBTFLET,
SOOI VPN EHROTONT DD« Y FDOE TOK) ZBRLUTCRELUET,

s BEIHBF—  1-(3)-©TABDUIZ Pre-Shared Key

E=im e (=3
S SRl BRI ET REI)
F—(K) 12248678
O FREHCETEREAE(ES(C)
H = —DEIEAENER i ERRDB R F D0

| 0K | |

VP NEHRZERUT, [COERZEed ) 28 RUET,
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=E - CUHERTHETS COBROLAZEETD CHERTERT S COEEDRETEETD B - 0 @
- VPN iR L" O—A) TUF#EE
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® 1-—Y-BENRDT—FRZADLT, MEH 28 TLET.

VPN i B (==
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FAd AR

[Clir@y -H - aesERTanE, Co1—H-aHan-F
EFTFIBIE:

L0103
B OO —R—RETATOD - (A
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(2) L2TP over IPSec VPN T#E#iaNZE 9,
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3. VPN ##: U CUL\BDIRRET. Windows PC '+ VA —XRvw R PO RI D%

2. [Windows PC D3&E] ETOEREZTOEEFRTIE. Windows PC H'5 LAN AAND
POEZIGEETIN. Windows PC D541 Y —R Y RAD PO EAITEEE A,

AV =Ry RAD PO ECREHTT BIHE. S5IC ZYWALL USG TIUTRDOEBENUNEICENET,
#*Windows PC AITTIEB8IIDEREIHNED D FE A

Local policy DREZTUVNET,

[CONFIGURATIONJ Z&EIRLZE T,
Network] ZE&EIRLE T,
[Routingl ZERLZET,

[Policy Route] 7 Z&RLEKT,
FAddl] 220w D ULET,

[Configuration] @ lEnable] [CF = v 2D %Z AN, [Description] ICERDOBZHZEADLET,
[Criteria] M User] TH YA —XRvY r PO ER%ZHTIT D1, lhcoming]) T. Tunnel.
ZRIR U, ZDORICEKRISNDIPlease select one member I T 1-(4)-DTA D ULIIZE Connection
Name Z&iR L. Source Address] CT. JE—FrI1—HICEIDHB TP RURAATIT D~

(REEBITIE 1-2)-DTER UEZ L2TP_POOL) Z#EIRLZE T,
Next-Hopl @D Mypel T Mrunk] Z&IR L. [Trunk] THBBICIERTI D WAN trunk &
EIR (RHITIESYSTEM_DEFAULT_WAN_TRUNK) ULZETJ,
© TOKJ MAYVEBRLET,

NOO®OOE

+ Edit Policy Route )

[T Show advanced Settings (05 Create new Object -

A
Configuration
_
Description: © LETP %PM to Internet | (Cptional)
Criteria
Uset: @ sample 7
Incoming: Tunnel R
Please select one member: Default_LZTP_WPN_Connechi | ¥
Source Address: LZTP_POOL R
Destination Address: any W
D5CP Code: any g
Schedule: none g
Service: any R
MNext-Hop
Type: ® Trunk. R
Trurik: SYSTEM_DEFALULT _WaN_TR ™ w

O ] [ Cancel
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(2) DNS Y —/\DEREZTINET,

FTCONFIGURATIONJ ZZEIRLE T,

'VPNJ Z#ERLE T,

MNL2TP VPNI Z#IRULE T,

ML2TP VPN] & &EIRLUE T,

[General Settings] DU TIBEB&EIRELET.
e First DNS Server : FR2OB®)7E DNS H—/\
e Second DNS Server : FEDOESE DNS U —/\
*First DNS Server OHERE UICIZES CEIMMELE T,
® TApply] MIVEBRLET,

OO

Logout PHelp & sbout *Site Map [R0bject Reference &gl Console 5 CLI

_\f’elmme admin |
ZyXEL zywaLL USG 300 -

CONFIGURATIOMN

Show Advanced Settings |15)Create new Chieck -

General Settings

Enable LZTP Over IPSec

WPN Connection: Default_LZTP_WPH_Connecki | ¥

1P Address Pool: LZTP_POOL i

Authentication Method: default Ad
Allowed Lser: sample "

Keep Alive Timer: &0 (1-180 seconds)

First DNS Server (Optional): From ISP ge?_ppp 1st DMS Server w7

Secand DMS Server (Optional): Custam Defined 8.8.8.8

First WINS Server (Optional):

. T Second WINS Server (Optional):

e
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