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1. ZyWALL USG DE=7E

X ABBICOSTF UL, ZYWALL USG O WANBIIP P FLRICTO—=/NJVEERP FLUR
(IP BEY —ERE ULIE DynamicDNS /) ZFA L TNRC ENRIRERD ET,

(1) iPhone ENEHRTIERBI DA —S—TPNIY FOERETNET,

CONFIGURATIONJ Z#EIRLUE T,

[Object] ZEIRLZE T,

[User/Group] Z#IRLE T,

[User] 7 Z&IRLUET,

TAdd] 20V v D UCEREZTDPANDY FOREBEBEZRE. [User Namel. User Typel.
Password]. lRetypel. Description] ZANDLZET,

FTOKJ MAVEBTRLET,

© O0dOOE

&) Edit User sample

User Configuration

User Name:
User Type:
Password:

Retype:

Description:

Authentication Timeout Settings @ Use Default Settings

Lease Time:

Reauthentication Time:

(2) EHICERI D FURDEFEEEITNET,

FCONFIGURATIONJ ZEIRULET,

[Object] ZEIRLZE T,

[Address] Z&IRULZE T,

FAddress] YT Z=EIRUZET,

rAdd) &2 w2 L. WANBRIDIP PRURATI D R&EERLET,
) [Namel : EFEDBEMZADLET,

) [Address Typel : lNnterface IP] Z&IRLE T,

™) [lnterfacel : WAN 1 57 T —X&&EIRUET,

I) TOKJ MAVEBRUEY,

OPOOO

(
(
(
(

) Add Address Rule 7%
Marne: ® I15G300-ge2-PPPoE
Address Type: INTERFACE IF g
Inkerface: ge?_ppp »
[ (] 4 ] [ Cancel ]

©® TAddl Z0UvyDUL, LANBIDIP PRURATI D bZEFRLET,
(?) TNamel : FROZMZANDLET,
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() TAddress Type] : TSUBNET] Z&IRLZE T,

(7)) TNetwork] : ABRKBITIEZ. 192.168.1.0 EABDULFET,
(I) TNetmask] : AEBEBITIE, 2552552550 EADULFET,
() TOKJ MBI VEBRLET,

& Edit Address Rule LAN_SUBNET A E
Marne: ©) LaM_SUBMET
address Tvpe: SUBMET R
Metwork: 192.168.1.0
Metmask: 255,255, 255.0
w

[ (8] 4 ][ Cancel ]

TAdd] ZD'Jw DU, IPSec TEiRI DMSRICEINVETDIP PRURATI D F&EERRLE

) TNamel ICERODBZHEANDLET,
) TAddress Type] T Rangel &&IRLZET,
) [Starting IP Address] : ABEHITIE. 192.168.10.1 EAHDULFET,
) TEnd IP Address] : K HITIE. 192168101 EAHDULFET,
) TOKJ MAVEIBRLULEY,
=) Add Address Rule e

Mame: @ L2TP P20l

Address Tvpe: RA&MGE R
Starting IP Address: 192.168.10.1

End IP Address; 192.165.10.10

(] 4 ] [ Cancel




(3) VPN Gateway DEEZTUNET,

FTCONFIGURATION] ZEIRLET,

'VPNJ Z&EIRLET,

MNPSec VPN &&EIRLE T,

'VPN Gateway | ¥ 7 Z&RLE T,
HEETTD VPN Gateway ZEIRUE T,

OO

CONFIGURATION
"T¥ Quick Setup

©Add . n 3
# Status  Name My address Secure Gateway VPN Connection
II ® @ Default_L2TP_VPN_GW age2_ppp 0.0.0.0, 0.0.0.0 Default_L2TP_VPN_Connection I

{ |Page |l |of1| F Pl |Show 50 |v |items Displaying 1 -3 of 3

'Show Advanced Settings] Z2J w2 U&Ed,
[General Settings] M Enable] [CF v POZ&AN. VPN Gateway Name] [CIEEDB
ZANDUET,
My Address] IC 1-(2)-©TABD U Name Z&IRLZE T,
[ Authentication] @ TPre-Shared Key] [CIEEDF—&EADLFET,
Phase 1 Settings] Z52ELE Y,
Negotiation Mode : Main
Proposal : Encryption : SDES
Proposal : Authentication : SHA1
Key Group : DH2
@ TOKJ MIVEBRLULET,

@O 9O



" Edit VPN Gateway Default_L2TP_VPN_GW

lij Hide Advanced Settings (6 I

General Settings

VPN Gateway Mame:

Gateway Settings

My Address
@ Interface

) Domain Name | TP

Peer Gateway Address
) Static Address

[7] Fall back to Primary Peer Gateway when possible

Fall Back Check Interval:

@ Dynamic Address

Authentication
@ Pre-Shared Key
) Certificate
Local ID Type:
Content:
Peer ID Type:

Content:

Phase 1 Settings
SA Life Time:

MNegotiation Mode:

Proposal

Key Group:

MAT Traversal
[[] Dead Peer Detection (DPD)

Extended Authentication

[ Enable Extended Authentication
@ Server Mode

) Client Mode

User Mane:

Passward:

D
-

(7 | Default_L2TP_VPH_GW
@ | ge?_ppp » (¥ Static —e = i A HE

Primary 0.0,0.0

Secondary 0.0.0.0

300 (B0-56400 seconds)
(@) 12345678

W

P b

0.0.0.0

Any Bt

86400 (130 - 3000000 Seconds)
il Main ar?

Padd = [ |

# Encryption = Authentication

1 3DES SHAT

2 3DES WD5

3 DES SHAT

DH2 R

default w

£

QK ] [ Cancel




(4) VPN Connection DREETUVET,

@ TCONFIGURATION] &Z&ERLUET,

@ TVPNJ Z#ERUZEY,

@ TPSec VPNJ &&IRUFET,

@ VPN Connection] 7 %&&IRLET,

® EEZETTD VPN Connection Z&IRULET,

Site Map [@Object Reference (gd Console &) CLI

\ Wealcome admin | Loaoit  PHelp Z About
ZyXEL zywaLL USG 300

Concentrator

CONFIGURATION VPN Connection4 | | VPN Gateway

"T¥ Quick Setup

Global Setting

Use Policy Route to control dynamic IPSec rules

ieexiace [7] 1gnore Don't Fragment” setting in packet header
Routing
S cone Configuration
+ DDNS
+ NAT ©@Add . | » @ @ )
+ HTTP Redirect » - .
ALG # Status Name VPN Gateway Encapsulation  Algorithm Policy
S PMAC B ['® @@  Defaut Lo ven_C.. Defaut L2TP_vPN_GW TRANSPORT  3DES/SHA 3DESMDS ... 2USG300-ge2-PPPoE/ |
+ Auth, Policy 14 4 |Page|l |of1| b ¥l |Show|50 |v items Displaying 1 - 3 of 3

m IPSec VPN .

VPN
+ L2TP VPN

® [Show Advanced Settings] Z2'J w2 UFEYT,

@ [General Settings] @ TEnable] I[CF v 2O&AN. Connection Namel ICIEEDEZI%E
ABDLZET,

[ Application Scenario] M Remote Access(Server Role) | ZEIRLFE T,

© TI'VPN Gatewayl] T. 1-(3)-@TAABDUIIZ VPN Gateway Name Z&IRLZFE T,

|/ Edit VPN Connection Default_L2TP_VPN_Connection 2%
(§) Hide Advanced Settings |(i=]Create new Object~

General Settings

Connection Name: I (7) |Default_L2TP_VPN_Connection I

|

[ Nailed-Up
[] Enable Replay Detection 2
[] Enable NetBIOS broadcast over IPSec

VPN Gateway
Application Scenario
() Site-to-site
() Site-to-site with Dynamic Peer
l (8) @ Remote Access (Server Role) I

() Remote Access (Client Role)

VPN Gateway: )

Default_L2TP_VPN_GW ¥ ||ge3 0.0.0.00.0.0.0

Manual Key
) Manual Key
My Address:

Secure Gateway Address:

[

SPI: (756 - 4N951



@)

@

Policy] @ lLocal Policy] IC 1-(2-&TABDUIE Name ZEIRLZE T,

Phase 2 Settings] Z3%EULET,

Active Protocol : ESP
Encapsulation : Transport

Proposal : Authentication : MD5
Perfect Forward Secrecy(PFS) : none
TOKJ MY VEHRELUFET,

e Proposal . Encryption : 3DES

Authentication Key:

Policy

Local policy:

[ Policy Enforcement

Phase 2 Settings

SA Life Time:
Active Protocol:

Encapsulation:

Proposal

Perfect Forward Secrecy (PFS):

[ 0 |USG300-ge2-PPPOE

Ve |INTERFACEIP. INHEIN

86400 (180 - 3000000 Seconds)
aDb |esp v

Transport W

@Add Zedi W

# Encryption Authentication

1 3DES SHA1

2 3DES MDS

3 DES SHA1

none VG

B) L2TP VPN OFEZTTE T,

OPOOO

®

TCONFIGURATIONJ ZZERLET,

'VPNJ Z&IRLET,

MNL2TP VPN Z#EIRUZE T,
ML2TP VPN] & &EIRLUE T,
[General Settings] DU TNIEBEBZERELZET,

Enable L2TP Over IPSec [CF T v DO &EANZE T,
VPN Connection : 1-(4)-@TA LIz Connection Name

IP Address Pool : 1-(2)-@TAZB UIZ Name

Authentication Method : default
Allowed User : 1-(1)-©TABD UIE User Name

FApply] MO VZEBRLUET,

CONFIGURATION

T¥ Quick Setup

[ Licensing

{iS)Create new Object v

General Settings

Interface
Routing

@ Enable L2TP Over IPSec I

+ Zone

+ DDNS

+ NAT

+ HTTP Redirect

+ Firewall

Sec VPN

B 3 |

+ App Patrol

VPN Connection:

IP Address Pool:
Authentication Method:
Allowed User:

Keep Alive Timer:

First DNS Server (Optional):
Second DNS Server (Optional):

First WINS Server (Optional):

Second WINS Server (Optional):

(B) |Default_LZTP_VPN_Connect. v

LAN_SUBNET v
default 7
sample v
60 (1-180 seconds)

Custom Defined N7
Custom Defined N7

QHelp Z About Site Map [@Object Reference (gd Console [T CUI




(6) Local policy MsEEZ1TUVE T,

NOO®ON

©

FTCONFIGURATIONJ ZZEIRLE T,

Network] ZEIRLE T,

Routingl] Z&#RLZET,

MPolicy Route] ¥ T7&&IRLET,

FAdd] Z20U v D LET,

[Configuration] @ lEnablel ICF = v 2O %Z& AN, [Description] [CEBDBZHEANDLET,

[Criterial @ Source Address] C. JE—FI1—TJICPOLCREHFIITD P RURAATI T
D = (REREBITIE 1-(2)-©THER Lz LAN_SUBNET) &21R LE d, [Destination Address |
T, UJE—FI—HICEODHETEPRURATIT O (RERBITIE 1-2)-OTERK LI
L2TP_POOL) &Z&EIRLET,

Next-Hopl @ MTypel T NVPN Tunnell Z&iRL. VPN Tunnell T1-4)-@OTABDL
/2 Connection Name Z &R LE T,

TOKJ MAVEBRUZET,

.+ Edit Policy Route 2%

[Ef| Show Advanced Settings (5] Create new Cbject +

Configuration A5
Description; iPhone _YPM_Raute {Optianal)
Criteria
Iser: any 7
Incoming: any (Excluding ZvWaLL) R
Source Address: @ LAMN_SUBMET b
Destination Address: LZTP_POOL R
DSCP Code: any e
Schedule: none =
Service: any e
Next-Hop
Type: @ WPM Tunnel R
WPM Tunnel: Default_LZTP_VPM_Connecki | ™ 3z

[o]'4 ] [ Cancel




2. iPhone M8 E
(1) iPhone fBID VPN 355 E =170\ 9,

M—ABED RE] ZERLUET,
REEBD AR ZERLE T,
—REBD Ry ~FDO—=2] &BIRUET,
Ry kD=0 NVPN] &RIRUFET,
VPN BBE® VPN BaZ8H] Z&IRULET,
RRREKZENBEED L2TP] Z&RL. MRNBBEZRELUREFLET.
o XA ERDBR
o H—/\:!EHEEOY—/\EXFIPPRLUZR
e PADOYVE I 1-(1)-BTABDUIEZ User Name
e RSA SecurlD :
RSA SecurlD b=V Z{FERAITDHEE - 4V
RSA SecurlD r—=2OVZFERURWNGES : 220
e /NRXT—F:11-(1)-©TABDUIZ Password
e Y—DULvhk : 1-(3-©OTABDUIZ Pre-Shared Key
o INCDESEEE: AV

OO®ONO

[xvro-5

Bluetooth

UMYy —Ex

Spotlighti® %

EL]=P2

A== P

wil. SoftBank 3G 10:19 @ 7 O 3 76%=»

BtEA iPhone_L2TP

At AN server.name

FHhOY b sample

RSA SecurlD

I=TL YN eeccecce

T~TomsexE B

(2) METEETTERDET, VPNBE T 'VPNI Z2ZVICUTIEE),

_9_



3. VPN #Z# U CTVDIRRE T, iPhone D'+ V5 —XR v P DRI DA

2 TTOHREZETOIEFRTIA. iPhone H'S LAN AAD PO RIFTRETI DN iPhone H5 1 V45
—RY FADPOBRITEFZ B, 1V —RY FADPOEZRZHITDIES. 5IC ZyWALL
USG TIURDERENUNBICTNDET,

*iPhone BITIZBIIDEREIINEH D FE B A,

Local policy DREZITINE T,

FTCONFIGURATION] ZEIRLET,
Network] ZEIRLZE T,
[Routingl] ZZERLZET,

MPolicy Route] 7 &&IRLET,
FAdd] Z20U v D LET,

[Configuration] @ lEnable] [CF = v D% AN, [Description] ICERDBMZEADLET,
[Criteria] M [User] TH VYA —XRv rPOER%ZHTID1—Y, lhcoming]) T. Tunnel,
ZEIR U, ZDORICERISIN DB Please select one member T 1-(4)-@TA B LIZE Connection
Name Z:&iR L. [Source Address] T, UE—FI—HICEDHETLEPRUAATI O~ (K

BEBITIE 1-2)-@DTERR LZ L2TP_POOL) ZERULZET,

Next-Hopl @ Mypel T MMrunk] Z&IR L. Trunk] THEBICIERT T D WAN trunk Z&
IR (KRB TIESYSTEM_DEFAULT_WAN_TRUNK) ULET,

© TOKJ MIVEBRLET,

NOO®ONO

+ Edit Policy Route 7K

[T Showe Advanced Settings (=) Create new Object -

-

Configuration

Description: LZTP ¥PM to Internet | {Optional)
Criteria

User: @ sample Bt

Incoming: Tunnel Bt

Please select one member: Default_L2TP_WPM_Connecki | >

Saurce Address: LZTP_POOL R

Destination Address: any w

DSCP Code: ary g

Schedule: none =2

Service: any R
Mext-Hop

Type: Trurk, bt

Trunk; SWSTEM_DEFALLT WWal_TR | ™ -

O ] [ Cancel

_10_



(2) DNS Y —/\DEREZTINET,

FTCONFIGURATIONJ ZZEIRLE T,

'VPNJ Z#ERLE T,

MNL2TP VPNI Z#IRULE T,

ML2TP VPN] & &EIRLUE T,

[General Settings] DU TIBEB&EIRELET.
e First DNS Server : FR2OB®)7E DNS H—/\
e Second DNS Server : FEDOESE DNS U —/\
*First DNS Server OHERE UICIZES CEIMMELE T,
® TApply] MIVEBRLET,

OO

Lol PHelp Z sbout ¥ Site Map  (EObject Reference gd Comzole [ LI

_\f’elmme admin |
ZyXEL zywaLL USG 300 -

CONFIGURATIO

Show Advanced Settings |15)Create new Chieck -

General Settings

Enable LZTP Over IPSec

WPN Connection: Default_LZTP_WPH_Connecki | ¥

1P Address Pool: LZTP_POOL i

Authentication Method: default Ad

Allowed Lser: sample "
Binding
S L Keep Alive Timer: &0 {1-180 seconds)

First DNS Server (Optional): From ISP ge?_ppp 1st DMS Server

Secand DMS Server (Optional): Custam Defined 8.8.8.8

First WINS Server (Optional):

. T Second WINS Server (Optional):

MEICZEDFET,
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