KA ROV DT « PUR - TU—Y
Rev. 1.0
RERKDT 71 PO%—)L USG 1 —EREH!
'SSL VPN FMAIRIE] ICDU\T

1. EREERE
(1) V5 —Ry ~Ofg
JLwWit BIULwY, JULyYADSL EVWSIENTT B PPPoE TOEHEREIP U —EX
(2) LAN IPPRUR 11921681.0/24  XLAN FHEREDFEF
(3) LAN IPPPFULXR 11921681.250 JE—hKPCEIHA
XITO—=/NVIPICDEFH LTI, RBHROOIFENEEF CHEBL TR0,

BRI © SSL VPN ABIREE

)
\; IEIII s \\
RERI EHRIEIHER (ONU) \\\
50—/ IP \
61 Xxxx.yyy.9 \
n W S e l
USG
( LAN (192.168.1.0/24 UE—FPC

) )
PC

192.168.1.250

N

274ILY—/\

PC
192.168.1 xx(DHCPE&IEI=)




2. 1Y —Ry HERERE

(1) #DEBAREL DERRELE T,
2) DA VDR =1 FESRUTT VY -y ~MERBREEZRE LI T,

@ Internet Access — First WAN Interface -> ISP Parameters -> Encapsulation IC

'PPP Over Ethernet] &&IRLZE T,
@ TNext] MIVEBRLET,

7 Installation Setup Wizard

Installation Setup Wizard

Internet Access » Intemet Access Succeed > Device Registration
1 2 3
ISP Setting

I have two ISPs

Internet Access - First WAN Interface

ISP Parameters

Encapsulation: || PP Over Ethernet il
P Address Assignment

First WAN Interface: gel_ppp

Zone: WAN w

IP Address Assignment: Auto w

8

@ [User Name] lPassword] ZAHNUFET,

¥ [User Namel Password] [CDEFHE U, REHROORENEE THER LU TR,

@ Nailed Upl ICFTvOEANTET
® TNext] RYVEBRLUET,

i Installation Setup Wizard
. - -
Installation Setup Wizard ]
Internet Access » Intemet Access Succeed > Device Registration
1 2 &
Internet Access - First WAN Interface
ISP Parameters
Encapsulation: PPPoE
Service Name: {Optional)
Authentication Type: ChapfPap ~
User Name :
Password:
Retype to Confirm:
U 5 neiled-Up 1
L W Nellede
IP Address Assignment
First WAN Interface: gel_ppp
Zone: WAN =
1P Address: Auto -
________ 1
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XD 1 P— FORTSINZNHEEIE CONFIGURATION D TQuick Setupl &2 w2 LU TREL,

Welcome admin | Logout  PHelp Z About 4 SieMap [@Object Reference () Console [T LT

ZyXEL usc3o

CONFIGURATION Ethernet Cellular

7 QuickSetup | [

@ Licensing Lonfiguration

3 Network L)

- P Addrass

(3) Time Sever %%
@ ZEXZa—0 CONFIGURATION -> System—->Date/Time ZEIRLZ T,
Time Zone Setup > Time Zone [C T(GMT+09:00) Z&IRLE T,
Time and Date Setup -> Get from Time Server M Sync Now] MYV ZEBRLET,
Current Time and Date -> Current Time D' GMT+09.00 [C2d & Z#R LK T,

@
€
@
® TApply) RIVEBRLEY

.f\____ Wekome admin | Logout  PHelp Z About & SteMap (SObject Reference (g Conscle [2) QU
ZyXEL usc3io

CONFIGURATION Date/Time
"I Quick Setup
& iEEeT Current Time and Date
Current Time: : 10:00:24 GMT409:00 !
Current Date: - 2_01;0;01_ -

Time and Date Setup

[ UTM Profile © Manual
-+ Device HA
bject
ystem
- Host Name © GetflomTime Sever
+ USB Siorage Time Server Address": 0.poolatporg e, on ]}
- ‘Optional There s a pre-defined NTP time serverist "

- Console Speed
Time Zone Setup

F
Time Zone: | (GMT+08:00) Tokyo, Osska, Sappore, Seoul v

[F] Enable Daylight Savings

- Language
+ IPv6
@ Log & Report

(4) LANDS VS —Ry ~ERZERLET.
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(1) ZEXZ 2 —M CONFIGURATION -> Object -> User/Group ZZIRLF T,
(2) TUser] T72#IRLT, TAdd] MIVEBRLET,

PHelp ZAbout ¥ SieMap [EObject Reference gl Console [2) CLI

‘Welcome adrmin | Logout

ZyXEL vsc31o

CONFIGURATION
"I Quick Setup

& e Configuration
—— [@ Wireless i N -
add 7 =
L{h & Network L Oy L =
+ Web Authentication #a User Name User Type Description Reference
@ Security Policy 1 admin admin Administration account 0
@ VPN 2 Idap-users ext-user External LDAP Users 0
= L 3 radius-users ext-user External RADIUS Users 0
@ UTM Profile
4 ad-users ext-user External AD Users 0
+ Device HA
= Object I4 4 |Page1 |of1| k Pkl | Show/ 50 |wv|items Displaying 1- 4 of 4

- Zone

0 Usericroun)
+ AP Profile

- Application
-+ Address

+ Service

+ Schedule

- AAA Server
+ Auth.Method
+ Certificate
- ISP Account

- SSL Application
@ System
@ Log & Report

(3) User Object ZEak LE T,
@ User Name ZAHDULET,
@ Password ZANLEY, (Retype lCEAHDLZET.)
Q@ TOKJ MAIVEBRLED,

.3 Add A User 2]

User Configuration
User Name :
User Type:
Password:
Retype:

Description:

Authentication Timeout Settings

@ Use Default Settings (7) Use Manual Settings

Lease Time: minutes

Reauthentication Time: minutes

o

Cancel




(4) Z2XZ 1 —0 CONFIGURATION -> VPN -> SSL VPN ZZIRUE T,

5)

ZyXEL usc3io

CONFIGURATION

¥ Quick Setup
@ Licensing

SecuBxtender

Access Privilege : Global Setting
Access Policy Summary

@ Wireless

+ Web Authentication Note
@ Sect Policy

B VPN L@Addl 7 o oN
# | Status

If you want o use S5L VPN, please make sure user can scoess HTTPS

Name

| |Page(t |ofi| b Pl | Show|50 |¥ items

®
+ Device HA
@ Object
@ System

[Access Privilege] 97 &&EIRLU T, TAAd] MAVEBRUET,

Wekcome admin | Logout

service

=]

User/Group Access Policy Summary

No data to display

PHelp Zabout & SieMap [ZObject Reference (gl Console [T QLI

(B) Access Policy ZER LE T,

@ Configuration ® Name ZA D LUFE,
@ User/Group M Selectable User/Group Objects D' SEIDFIETIER LTz User Object Z&iR

LT =1 2 LET,

@ TCreate New Object] MY V&ML T IAddress] ZERLZ T,
:2) Add Access Policy 21X
(5] Create new Object ¥
-
Configuration
Enable Policy
[ 1
s [ SSLVPN
Zone: SSL_VPN v =
Description: SSLVPN (Optional)
UseriGroup
Selectable User/Group Objects Selected User/Group Objects- I
=== Object === - oo 2 ==0bject===_________,_
e i
adrin ] e |
L 1
|dap-users | 3
radius-users
ad-users s
SSL Application List (Optional)
Selectable Application Objects Selected Application Objects
[ OK ] [ Cancel ]




@ Name ZAHDUFET,

® P Address ZEAHDUFET,
® TOKJ MAVEBRLUET,
‘t) Create Address 21X
Name: [ssLeN_HosT
Address Type: _}-_16; _______________ v
IP Address: 11921681250 _______ i
@ Network Extension @ Enable Network Extension (Full Tunnel Mode) ] ICF T v 2O Z& AN
N
Assign IP Pool [C_EE2TYERK LTZ Object (BE Tl N'SSLVPN_HOST ] ) Z&IRLUE T,
© Network List M Selectable Address Objects 05 LAN_SUBNET] Z&ERLUT =] =P
~UET,
TOKJ NV EBRUZEYT,
&) Edit Access Policy 7 X

(u=] Create new Object v

[] Force all clienttraffic to enter SSL VPN tunnel
[7] NetBIOS broadcast over SSL VPN Tunnel

____________________

Assign IP Pool: { SSLVPN_HOST "~ HOST 192.168.1.250

DNS Server 1: none ¥

DNS Server 2: none A

WINS Server 1: none X

WINS Server 2: none WV

Network List &
Selectable Address Objects Selected Address Objects
DMZ_SUBNET * LAN_SUBNET
IP6to4-Relay = 15§
LAN_SUBNET_GE3 €
LAN_SUBNET_GE4 =
SSLVPN_HOST1 v

Q Note: Address Objects are what the SSL VPN clients will have access to.

ok ][ cancel ]




(7) TGlobal Setting] 7 &:&R L C. Global Settings M Network Extension Local IP ZA D UL

EP
8 TApplyl] MYVEBRLET,

——-—_______wim:drﬁluz..:...t Phep Z About % Site Map [mObject Reference g Console [T] CLI

ZyXEL vuscsio

CONFIGURATION Access Privilege
T¥ Quick Setup

Global Setting SecuExtender

Global Settings

icensing

Wireless Network Extension Local IP: | 192.168.1.1 '
Network | | e e 1
RUTEICETET SSL VPN Login Domain Name
rity Policy
N SSLWPN Login Domain Name 1: (O ptional)
+ IPSec VPN
SSLWPN Login Domain Name 2: O pticnal)
- EERER tog (Optional)
+ L2TPVPN
BWM Message
ol WAllFerl 2 Login Message: Welcome to SSLVPN
Device HA
Logout Message: Goodbys to SSLVPN

Update Client Virtual Desktop Logo

Log & Report

To upload a logao file (*.giflpnaljpa), browse to the location of the file and then click Upload.

File Path: | Select 2 file path Browse... Upload
[ Reset Logo o cefault |
ZyXEL




4. SecuExtender DO YO—REAL VA R—=)U CRIUTRTIE Windows10 & Internet Explorer =SB L
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(1) ROV T « PR« TJU—IIR—LNR=I LD I DOH5, ZYWALL SecuExtender X—IZRREFE
g-o

B4 RxE2y7-7oE-TL—2 « 03-3264-1521

T102-0083 AT HEEEETAT 5 18552 S54RI )L 405

BE =R FIEA FHE FRERE MENG wATEE FEPYEED

ZyWALL SecuExtender

Home / E&lFHR / v+ —2&EE / ZyWALL SecuExtender

SREAR T 7T A =)L USGY = ESSLVPN TR T 255 7 Wb 7
FOETIEE TA A ERRAD T ST ILPCY ST — DT R, B AT AT AT AEMTAET .

*0S
(2) TR MEREFE. O YO—RONR=IN] DIIDOEDI) v L, ZyWALL SecuExtender
FMABRNDOR—IEHEFT,

(3) MARHNNRWNMERFEERFHVCEE. BRVEETIBEDH BRI DIED') w2 LT ZyWALL
SecuExtender ¥V 0— RR—=IEREFT,

Q) A YRAR=3SOERGFTIPAINED Iy DL, A VRAR=2Z2507Y0—-FLET,
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4.0.0.1 201651174258 14.4 MB SecuExtenderSetup.exe

B FIVO—-RULEDIPAILERTTLET,



©) Ty r Py TICMBRTOTSADDHDES. —BXRNIRSNEIDT, RN ZD )y O L TBERODE
IO TTI YA R=ILUTLIESE0),

B zyWALL SecuExtender Setup >

Mame Version Action
Visual C++ 2015 Redistributable x86 Reguired: any. Found: nothing. Install
Download Folder: | C:¥Users¥hmaruyama¥Downloads¥SecuExtender_SecuExtends Browse. ..
Press the Mext button to install the prerequisites,
< E3(B) FAN) > =T el
ﬁ! Microsoft Visual C++ 2015 Redistributable (x86) - 14.0.230... — ot

Microsoft Visual C++ 2015
Redistributable (x86) - 14.0.23026

A0 YT 17 S ARE "
MICROSOFT VISUAL STUDIO 2015 F FFA /. VISUAL STUDIO SHELL,
HLF C++ BBERoIREN T —

?ffﬂ?l:l,i?l“ ..-":f'l'“'jI)' 7’(1‘3.231%15 (LT F$T4EJR%IEJEL‘IL‘I$ v

O3 AFESS M EREFEET3(A)

A A=l BEL3(0)




ﬁ! Microsoft Visual C++ 2015 Redistributable (x860) - 14.0.230... — ot

Microsoft Visual C++ 2015
Redistributable (x86) - 14.0.23026

yb Py TR T

(7) SecuExtender MW 7P v IHBIIBSNZEI DT, Next] 0w LTLIEE0),

45 ZyWALL SecuExtender Setup X

==
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8) ¥Y3—rANY FOERFEEBEIT DBENRTSNE T, TIAIETETRAI FyTERY—EXZ
1—[CY3—FANY FMERSNE T, FICABORINIEZOFTE Next 2201 v O UTEE),

#5 ZyWALL SecuExtender Setup b

Create shortcuts for ZyWALL SecuExtender in the following locations:

Deskiop

Start Menu Programe folder

Advanced Installer

Q) 1 YR F=IVAEDI A I ZEET DBENRTSNE T, FHICHEDRIINLEZDESE Nextl &2
Dy D UTLES0N,

#5 ZyWALL SecuExtender Setup — e

To install in this folder, dick ™ext™. To install to a different folder, enter it below or dick
“Browse",

Folder:
C:¥Program Files (x86)¥ZyNEL¥ZyWALL SecuExtender¥ Browse...

Advanced Installer
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(10) Tnstalll 22y 2D U TA YR =)Lz L TIES0),

15 ZyWALL SecuExtender Setup e

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”™. Click "Cancel™ to exit the wizard.

Advanced Installer

< Back ' Install | Cancel

(11) Windows DIERBA v E—IDRRSNEIDT, 1Y E=)U] ZDUv DO UTLIEE0),
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(12) 1 Y2 =)L T OBENRISNEII DT, IFinishl 22y I UL TIES0),

ﬁ ZyWALL SecuExtender Setup X

(13) BEFZRI AV E—INRKRSINFTINDT, IICEBEEITDHESE [Yes] Z. BIFTEBRI;NID
BEIE TNol Z201 w2 UTLIEEL), SecuExtender E17RIICHEREEZTOCEIIMATI,

ﬁ Installer Information

A ‘You must restart your system for the configuration
changes made to ZyWALL SecuExtender to take effect.
Click ®fes" to restart now or "™ao” if you plan to manually
restart later.
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5. SSL VPN ZistEs

(1) TRORYTICERSINEZEY3—RAHYy REITIVD Y v DI 2D, Windows hD Y TRIASIND—
BN S5EBIRL T, SecuExtender ZE#UFET,

ZyWALL
Secubxtender

AICEENT{EEN

(2) SERVER (Z#:;9d USG 0o O—/\VIL7P RURFZIZ FQDN) & USERNAME & PASSWORD %=
ABDUT. Connect] MAYVEBRLEYT,

u SecuExtender ot

Z_YXE'. Login Status  About

FERVER -

USERMAME

PASSWORD

B Femember username
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(3) PCHOVYY RTJOVT +AEHBEITFET,
@ ipconfig EABD LT Enter F—&IBTRUFET,
1921681250 iMEIDHTENTNNDCEEZERLUZE T,
@ Ping 1921681.1 EABDUTCEnter ¥—ZBRNULET,

TREeDMBNDNRNSINDCEZHER LI T,
Reply from 192.168.1.1: bytes=32 time<XXms TTL=128

MEICZDET,
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